LIVEFEED API

ENTERPRISE DUE DILIGENCE

Security & Rights Pack

Public summary of implemented controls, contractual boundaries and evidence required before
redistribution.

Security controls

Transport HTTPS, WSS and AMQPS with TLS; HSTS on the public domain. Implemented
Authentication Per-customer API keys, operator sessions and isolated AMQP credentials. Implemented
Authorization Scopes, modules and entitlements enforced server-side. Implemented
Segregation Per-key sports, competitions, markets, limits and customer state. Implemented
Telemetry Minimal public health endpoint; detailed diagnostics require authentication. Implemented
Audit Trading changes and selected administrative actions. Partial by module
Backup / DR RPO, RTO, backup frequency and restore tests. Contract pending
Certifications ISO, SOC 2 or independent penetration testing. Not claimed

Credential handling

Use one credential set per end customer. Do not place passwords, API keys or sensitive payloads in analytics. Rotate exposed
secrets immediately and apply IP or domain allowlists where the integration model permits.

Incident response

Enterprise orders must define escalation channel, acknowledgement targets, update cadence, notification duties and service
recovery objectives. Public status information is available at livefeedapi.com/status/.
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LIVEFEED API

DATA LICENSING

Rights & Redistribution

Technical access does not automatically grant publication, resale or sublicensing rights.

Internal integration Use inside the customer systems within purchased Order and dedicated key
modules and volumes.

White-label publication Widget or end-user product publication. Express permission, territories
and branding

Reseller delivery Feed delivery to a third party. Reseller addendum and key per
end customer

Streaming Playback depends on event availability and territorial Event list and provider conditions
rights.
External ID mapping External identifiers only when available and verified. Source field and fallback rule

Signed data annex

Each sale should identify the technical source, territories, permitted channels, end users, redistribution class, caching limits,
attribution duties, suspension procedure and the exact sports, markets and result types covered.

Trademark and protocol position

Compatibility references and external identifiers do not imply affiliation, certification or sponsorship. UOF-compatible is a
LiveFeed API delivery profile and must be validated against the customer consumer.

In the absence of express written permission, resale and sublicensing are not
authorized. Coverage, latency, uptime and external mappings become binding only
b oun d ary when listed in the signed order, SLA or data annex.

Contract

This public pack is a due-diligence summary and is not a signed DPA, SLA, licence or legal opinion. Complete GDA company details and obtain legal
review before contractual publication.
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